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ARIMI Chief Risk Strateqist & Master Coach

Marc Ronez

Business Strategist, Risk Management, A recognized expert
Business Ethics & Corporate Governance with more than 20 years
Expert

of experience

both as a practitioner &
trainer

for MNCs, Governments
MBA from the University of Chicago Booth, MSc in

Insurance and LLM from the University of La Sorbonne, & Charities.
Master Degree in Advance Business Research from
UniSA — University of South Australia

Singapore | Professional Training & Coaching

ARIMI - Asia Risk Management Institute

Areas of expertise include ERM, risk decision-making processes, corporate governance, business ethics, social
responsibility, risk-aware culture, risk communication and crisis management, business model / strategy risk management,
corporate learning systems development.
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Are people objective and rational

when making decisions about risk issues?




Are people objective and rational when making decisions about
risk issues?

¢
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Questions that have ONE correct answer

NUMARK

ParaCEtamOl PlUS What is the molecular
500mg/65mg Tablets s

Paracetamol & Caffeine Comp05|t|0n Of

— - ?
O For the effective roliefof he tark — = paraCEtam0| H

migraine, neuralgla and dental

16
tablets
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Questions that have NO single obvious correct answer

ARI

@ Does graphic violence in video games and TV contribute to violence in the
community?

@ Does a male doctor know more about childbirth than a mother of 4
children?

@® What are the service quality level factors that make patients happy?

@® What are the qualities of a good nurse or doctor?

@® What is the right treatment for a cancer patient?

@ Should children under the age of 12 years old be vaccinated against
COVID-19?

@ How do we plan and prepare for pandemics?



Blindness to Risk — Pandemics:; COVID -19




Psychology of Risk Taking & Management

AGENDA -

ARI

& Perception of Risk: What
7 s it about?

Our Minds are Data
Measuring Instruments

Biases and Noise in Human
Decision-Making

A

&

ik

How to improve Judgment
& Risk Decision-Making?
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1 — Perception of Risk:
What is it about?



Perception GAP: What are the ODDS of dying In...

A motor vehicle
accident

1In112

An airplane crash
1in 8015




Between 33% and 40% of all people experience some
form of anxiety when it comes to flying!
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Perception vs Reality of a Risk — the GAP in Average Answers

100,000
10,000
1,000

100

10

Adapted from Kahneman D &
Tversky A (1979). Prospect
Theory: An analysis of decision
under risk, Econometrica

ARI

Estimated Number of
Deaths per year

Pregnancy

Car accidents 15

Homicide

O Stroke

Cancer

Actual Number of Deaths
per year

100 1,000
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The Risk Dimensions considered for Risk Assessment

How likely is the risk
to occur?

Frequenc
> q y

DATA l
Risk Level

|

2 | Impact DATA

What are the consequences
once it materializes?
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The PERCEPTION FILTERS that also need to be considered

How likely is the risk
to occur?

Frequency . \
> DATA —<> Filters / l
PERCEIVED
Risk Level

2 Impact DATA —<> Filters > T

What are the consequences
once it materializes?
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Perception of Risk: What is 1t?

Perception of Risk refers..

to the subjective assessments that people make about the
characteristics, severity and probability of risk issues and their

possible outcomes.
Risk perceptions introduce variations from the real risks as

they are affected by a wide range of personal and contextual
factors.
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Relationship between ACTUAL & PERCEIVED risk

Results of technical or
mathematical, statistical
evidences and
experiments.

How a risk is
actually
perceived by people
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Perception is Reality

from an individual’s perspective ...




There Is a GAP between the Perception & the Reality of a Risk

Perception Axis
“High” Threat

Insufficient

Risk Taling \ Conflict
72
OVER
Estimating Risk
5 Alignment
¢ Agreement on Priorities
: Conflict
) UNDER
-,’\- Estimating Risk
@ Excessive
Risk Taking

High Risk

Low Risk
OW RIS Evaluation Axis

Alignment

No Worries Zone

“Low” Threat
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Underestimating Risk - Blindness to Risk

Why do people smoke
while knowing the
dangers of it?




Overestimating Risk — Iceberg Fallacy

Are some people
overestimating the

risks associated with
vaccination?







IMPACT of PERCEPTION on RISK-TAKING

Return $

High Zone 1 : Zone 2 : Zone 3
Insufficient i Optimal :  Excessive
Risk Taking i Risk Taking : Risk Taking

Risk Aversion &
Control: Unaware of the
‘real’ level of risk.

Excessive Risk Taking:
Unaware of the ‘real’ level of

Winner risk.

“Sweet A
Spotu \

Risk
>
Low High
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Contribute to INEFFICIENCIES in the planet’s system of systems

Global Economic value of

40
Healthcare
4.270 System-of-systems S 54 Trillion
y 100% of World GDP
& 35
- : ; i Inefficiencies S 15 Trillion
£ Electnclty Financial Education 30% of World GDP
g3 4,580 1,360
@ Potential Improvements 4 Trillion
E 2 30 Food and water 4 8% of World GDP
£E 4,890
- Communication
§- g 25 3,960 \ Government How to read the cart?
= § Building and and safety For example, the Healthcare system’s value is
g o | Transportation transport 5,210 $4,270 B. Estimated inefficiency is 42%. 34% of
2% l (Goods and infrastructure these inefficiencies can be eliminated.
g 20 Leisure/ 12,540
‘ passenger) ’
E recreation/ 6.950
clothing :
15 7,800
Source: IBM Institute for Business Value analysis based on inefficiency
15 20 25 30 35 40 45

and improvement potential estimates reported during 2009 survey of 518 economists.
System inefficiency as percent of
system’s total economic value

A R I Marc Ronez - Risk Perception & Decision-making | © 2021 Asia Risk Management Institute | 24



Inefficiencies in systems produce Waste, Damages & Disruptions




2 — Our Minds are Data
Measuring Instruments




People must optimize the trade-offs between Risk and Return
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Making INFORMED Decisions!

¢
A R I M I Marc Ronez - Risk Perception & Decision-making | © 2021 Asia Risk Management Institute | 28



Our Minds are Data Measuring Instruments




How do we CAPTURE DATA about the World? Our SENSES

N1/,

@ EYES (Visual data)

EARS (Auditory Data) p @
l ‘> NOSE (Smell Data)

SKIN (Kinesthetic Data) w \/\
w TONGUE (Taste Data)

A person’s sensory organs detect stimuli from the external
world and send messages to the brain as electrical impulses
containing data.
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Data Capture Capabilities of our Main Senses

Our senses can
capture over
11,000,000 bits of
data per second
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Data Capture Capabilities of our Main Senses
m Eyes
Our senses can

m Ears
capture Over In proportion of total

11,000,000 bits/sec 89_2 8% m Skin bandwidth (bits/sec)
m Tongue

Nose

IMBALANCE between the data capture capabilities of our main
senses.
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How senses do NOT allow us to capture all available data in our

environments

Data available
in the
Environment

‘\ This small dot is

what our senses
can really capture
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What is the Electromagnetic Spectrum?

The electromagnetic spectrum is a range of electromagnetic radiation. Radiation is energy that moves in the form of
waves and can travel through a medium such as air, water or empty space.

N ==
= [0 feox & A
77 S

Frequency: The number of waves traveling through a point in a given second, measured in Hertz (Hz)
Wavelength: The distance between two waves measured in meters (m). Low frequency has longer wavelength, higher frequency has
shorter wavelength.
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With UV vision, birds see the world in a different way

Human Vision Bird Vision
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How do we PERCEIVE the World?

We need to understand the limitations of
our sensory system!




A quick test! Look at this Picture..

3
3 =
, <

it

N 3 3
. P
N -




DATA OVERLOAD: The Bandwidth Bottleneck

Impression | =——> Consciousness | =——» Expression
11,201,000 : -
bits/sec 78 bits/sec .
SATURATION:

Bandwidth Bottleneck
(99.9999% of data are filtered
out)

ARI



Data Capturing & Processing: The Great FILTERS

SUBCONSCIOUS CONSCIOUS MIND

REASON
Controlled
processing

ENVIRONMENTAL a Automated

INPUTS > processing

Information processing
limitations

Physical sensory capabilities &
limitations
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2 Intertwined Data Processing Systems for Our Minds

If | show you this ... What comes into your Mind ?

SUBCONSCIOUS ===p <4—= CONSCIOUS

How many
calories ?
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There are 2 Intertwined Data Processing Systems in Our Minds

What is the Difference?

SUBCONSCIOUS ===p

ARI

O OO

FAST (Split second) / No EFFORT
EXTERNALLY REACTION Driven
IMPLICIT Thinking

AUTOMATIC Behavior
CONSTRAINTS (Accept)

Heuristic Biases, Programming,
Culture, etc

<4—= CONSCIOUS

NEORONOMOMO,

SLOW / Require EFFORTS
INTERNALY Driven
EXPLICIT Thinking
REASONED Behavior
CHOICE (Ask Questions)
HUMAN REASON



The Great SUBCONSCIOUS Filters:

the negative unintended effects

While cognitive biases are helpful in many situations, they
can also lead to very detrimental outcomes, especially in
today’'s complex modern world.

ARI



It can lead to wrong health & life decisions!

Why do people eat
too much and don’t
exercise, knowing the
dangers of it?




The problem is that ..

We Fear Snakes!

Not Cars!
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3 — Biases and Noise iIn Human
Decisions




Variability in Outcomes due to Human Psychology

SET 1 SET 2

Effective Risk Biases in

Management Processes
SET 3 SET 4
Noise in Biases
Processes & Noise

X
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BIASES: What are these?

Biases are...

systematic errors in judgments in one direction..
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Blases In doctors’ diagnostic and treatment
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NOISE: What is 1t?

Noise is..
the unwanted variability in professional judgments

regarding the same issue. The variability is due to several
individual and contextual factors.
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Noise Iin doctors’ diagnostic and treatment
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a
Lea
a
®
®
° y
n
Y




Factors Influencing Perceptions & Attitudes towards RISK

Physical Cognitive

Capabilities
Individual Group
Heuristi Heuristic
e / Biases
Biases o
Individual Group
Factors -
Emotions, Frames f Factors N CG|’:0up LRlskI
Psychometric 5 IL'Jt' Ul’le,R elgé} :
Paradigms olitical, Religion
& Language
Knowledge, RISK
Skills, Relationships
Experience, PERCEPTION
Age, Gender, PERCEPTION drives decisions & actions

Values, etc.
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The Human Capital related factors

Workplace Psychological

Ipeople H Motivators/style

alues
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Frames of Mind: How you feel about Risk depends on where you
are seated!

TRAUMA Zone

DANGER Zone

N SAFETY Zone

.

Detachment Zone ™

From Michael Apter’s (1992) book, “The Dangerous Edge”
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Frames of Mind: Perception of Risk from the Frontline




Cognitive Biases: What are these?

Cognitive Biases are...

systematic errors in judgment that can occur when people
are processing and interpreting data. It comes from the
heuristic short-cuts and rules of thumb that the brain uses to
simplify and speed up information processing.

ARI



Cognitive Biases (Individual & Group) - Examples

Anchoring

Tunnel vision
ped= N ‘ GRoUP

Confirmation m ‘ Groupthink

H ‘ Submission to Authority
Availability %] ‘ lllusion of morality
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What are the Signs of Cognitive Biases in People? Examples

¥* Blaming outside
factors when things
don't go your way

¥* Only paying attention to
news and information that
confirm your existing

opinions * Attributing other people's
successes to luck, but taking
personal credit for your own
% Asking leading questions accomplishments
when asking someone

else’s opinion

% Assuming that
everyone else in your
peers shares your
opinions or beliefs

(people say..)

% Learning a little about a
topic and then behaving
as if you know all there
is to know about it

A R I Marc Ronez - Risk Perception & Decision-making | © 2021 Asia Risk Management Institute | 57



Blindness to Risk due to multiple biases: In March 2020, French
President Macron insisted...

There is no need to close French borders and impose quarantine because...
“The coronavirus has NO passport!”




Blind Spot about Biases

of doctors agree that

cognitive biases are
% causes for concern in

healthcare

of doctors, agree that the
0 treatment they have given to
/0 patients could be influenced by

their own cognitive biases

bodoloho)e
bodo o ho)o
bo hoho o ho
bohoho o ho
bohoho ho o
boho o ho o
bo b bo ho bo
bo hoho o ho
boho o ho o
boho o ho o

Survey: “Bias and burnout among doctors”, Medscape 2016
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4 — How to improve Judgment &
Risk Decision-Making?

-
|



First, recognize that noise and
biases are key blocks to better
decision-making

A

¢
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How to improve Judgment & Risk Decision-Making?

1 — Hire, Develop &
Promote the RIGHT People

2 — Nurture a Risk
Aware & Ethical
Culture

4 — Use
Technology &
Automation

3 — Embed Risk Management
in Decision-making
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4

Key Practice 1
Hire, Develop & Promote the RIGHT People.
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Getting the RIGHT Human Capital for your Organization

Relevant —

Apptbcabte

Workplace Psychological

| People H Motivators / Style

alues

Effective
~— Alighed
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Understand the Human Capital Risk & Productivity Curve

Performance

Zone 1 Zone 2
Learning
Curve

Learning Performance Comfort & Complacency
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Risk Managing the Human Capital Cycle

Attracting the Develobin
Right Ping
Human

Human Capital Capital

Protecting &
Retaining

Human
Capital
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Key Practice 2
Nurture a Risk Aware & Ethical Culture
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Corporate Culture: Why is it IMPORTANT?

¥ Images & representations of how we perceive

MENTAL MODELS and understand the reality around us

\ Predisposition or tendency to respond
ATTITUDE positively or negatively towards a certain idea,
object, person, or situation

ACTIONS The state or process of doing something,
typically to achieve an aim

A 4

A consequence, effect, or outcome of
RESULTS something i.e. actions, circumstances, etc
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Creating & Nurturing a CULTURE of Risk Awareness & Ethics

Relationships

Tone from the middle is aligned with tone from top through
open 2-way communication

the top Relationships

Openness

Decisions

Organization

To create an Clarity of expected behavioral standards and adequate

effective risk supporting control systems promote the desired behaviors
culture,

Training &
Learning -
RISk Communication

Accountability Culture these elemfents
Behavioral must be in e
Standards place Motivation
e From hiring to promoting, employee lifecycle and incentives
SIS Policies N support the desired behaviors
o Svstems & Organization
!
Processes

A/
Competence

Building competencies for informed decisions through
adequate training and practices

Source: Marc Ronez — Asia Risk Management Institute

¢
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Creating & Nurturing a CULTURE of Risk Awareness & Ethics

Preventing Rationalization — How to make it very difficult for people to
justify their inappropriate behaviors? Key components:

1. Develop a Code of Conduct / Ethics /

2. Set the Tone at the Top with management Walking the Talk / .............................................
3. Appropriate & Regular Communication & Training ................. / ..........................
4. Hire & Promote Competent, Risk-aware & Ethical Employees ................. / ..........................
5. Risk Analysis Tools & Ethical Reminders in Decision-making / """"""""""""""""""""""""
B g e T 1 et o o o g ................. / ..........................
7. No Tolerance for Biases, Unethical & Fraudulent Behaviors """"""""" / """"""""""""""
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Key Practice 3

Embed Risk Management in Decision-making.
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The Challenge of Decision-Making under UNCERTAINTY

o

When confronted with uncertainty, people typically RELY on SHORTCUTS such as
Experience, Intuition, Feng Shui, Fortune Teller, Influence Leaders, Simple
Assessment Models, etc....to MAKE Important Decisions

ARI



Pressures from conflicts of interest, mental
models and psychological biases are
underestimated,

and will compromise our Professional
Judgment and Ethics.




Biases & Noise In TYPICAL Decision-Making Process In

Organizations ...

2 —"RATIONALISE"
Fit square poles into round holes

1

OBJECTIVES

3 - TREATMENT \ 1 - SOLUTION
Implement it ‘Bring me solutions!’

~y
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The Risk Management Process Works against the Biases

1. DIAGNOSTIC
Understand the problem

Making Better T Delivering
Strategic & DESIRED
Operational Business
DECISIONS OBJECTIVES RESULTS
3. AUDIT / \ 2. TREATMENT
Check it is working Select & implement

‘ ’ the solution
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Road Map to Managing Risk to Crisis Effectively

Diagnostic & Decisions SIS & Monitor, Detect & Report Intervgntion c S Analy§|s e
Preparedness Containment Management Learning
: : v e .
. Understand the . Organizational Solutions I I
* Organization & its Context : :
T * """"" A Voo, I : Il
---------------------- I |
. Risk Optimization — > Strategic Change
Risk Assessment = |- I 1 S
........... { “ssesasmaat ‘ 1 1
I AT . A 1
Risk Quantification & ! Operational Change : : > Crisis Communications
Aggregation : : (Processes, People, Culture & 1 I
] Systems) ! : : .........................
.......................... | RiskDashboard | [~ Emergency Response
1 T B
I I .....................................
------------- + T II I . Business Continuity Activation
1 I ] o
7 1 N
. | |
Risk AVOIDANCE : =) Financing Solutions : : = Disaster Recovery Actions
{ : I A R R PR PR
T TR A I : : R
- Risk TAKING — Risk-Taki:;gn:cnI(\:/iI:Qagement —: :—b- Contingency Financing
e : . . [ ] \ .
.................................... - Time

Before [ After
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Where to Embed Risk Management?

Customer Experience Strategic Plannin
P —| |— g g

Real-Time Operations

Supply Chain —— Management

Human Resources —— Customer Service

—— Patient Care

Audit & Fraud Detection

Knowledge & Training —— Patient Insight & Health Profile
Management
Research & Development ) L Pricing & Promotion
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Use a Decision Observer for Biases Diagnostic

-

Decision Team discussing an
Ob g important project
server

Observe group
dynamic and signs of
biases

ARI



Institutionalize Constructive Dissent & Debates

Team 1 - Defend the praject Team 2 = Criticize the project

Avoid Optimism
Bias, Groupthink,
etc. with real team

diversity and
institutionalized
dissent

ARI



Use the Delphi Method — Averaging Independent Estimates

How does it work?

Step 2

/Ste—ps\A

Step 1

Facilitator Experts WFacilitator Final Report

1 2 3 4

First, the experts receive & The experts take feedback from It includes several cycles of The facilitator compiles the final
answer questions, requiring them the facilitator and revise their feedback as required in this, the assessments from the experts and
to provide a forecast/diagnostic responses in the light of the facilitator compiles the responses average the final round of results.
on specific variable(s) or issue(s) replies of other members of the and create a set of data to send
and to explain their position. panel. back to the experts.
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Key Practice 4

Use Technology & Automation \Whenever Appropriate.
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Reduce Variations: With (RPA) Process Automation & IA

INTERCONNECTION i

e -

. .
......

_ad
''''''

T '...SMART H MACHINE
OFFICE -~ AUTOMATION
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Al Potential Use In Healthcare

Keeping Well /
Preventive Care

Monitoring & Early
Detection

Diagnostic Support

e )

o=

o=

End of Life Care Decision-Making Support

Treatment Delivery
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Use of Technology: SEE MORE with Thermal Sensor Checks

Normal Temperature
Go ahead

Abnormal Temperature
Further CHECKS

A R I Marc Ronez - Risk Perception & Decision-making | © 2021 Asia Risk Management Institute | 84




Example of Use of Chatbots in Healthcare

&
//31/0\\

AL
Providing Assistance in
Informational Refiling
Support
Scheduling Providing Medical
Appointments Assistance

Collecting Patient
Information
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Too Much Information:
The Doctor’s Data Dilemma
octors wi cfj.c')\..riblé'swmo
200x L“‘J
8}% ey
: 5 hours
Q pgr imont
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loT & Al:
Efficient Health Information & Monitoring Systems
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CONCLUDING TIPS

« Be aware and understand that we are all subjective and biased in some
ways and act accordingly

« Beware of WYSIATI (Fast & Dumb); Slow down a bit; avoid ‘jumping’ on
solutions!

« Make the 2 data processing systems work together more effectively

« Have strategies to counter balance the effect of the relevant biases

« Always reframe problems and consider multiple scenarios

« Gut feel should not be ignored. However evidence must be sought before
taking action

« Always play devil's advocate and organise debates to ‘waterproof’
decisions

* Continuously stretch and retrain your brain
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Q & As TIME
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ARIMI FOCUSSES on BUILDING COMPETENCIES

For DECISION-MAKERS

skills
Knowledge
experiences

network  behavior

moral'values

ala'ne)
- . VL

Developing PRACTICAL
Knowledge & Skills in Risk &
Crisis Management

attitude

ARI

For ORGANIZATIONS
organizational management
structure systems

culture & values

Processes
Social | RTOO'S
networks yurces

£l

Building CAPABILITIES (ERM Control
systems supported by Risk Aware &
Crisis Readiness Culture) for
Sustainable & Profitable Growth
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ARIMI CERTIFICATIONS: Learning Progression Map

( ARiMI-FSRM™ |
The DECISION-MAKERS The ORGANIZATION

Building People . . Buil.ding
Capabilities for E f Orga.n.l%atlor?
better Strategic & ( ARiMl-CPRMTM) ( ARiMI-CERM™ ) Capabilities with

Operational

. ERM SYSTEM &
DECISIONS CULTURE

ARiMI-CPRP™ ARiMI-CRA™  ARiMI-CCMP™ ARiMI-CCRO™
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ARiMI Value-Added LEARNING Solutions in Risk Management

Hazard Risk Management Financial Risk Management

N
:j\
Data & Cyber Risk Management Crisis & Business Continuity Management Emerging Risk Management
Regulatory Risk Management Fraud Risk Management

Strategic Risk Management Reputation Risk Management
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Some of our Clients

P NUS DANYARNS REPUBLIC  PETRONAS —| KK Women's and &
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Developing Effective Leaders & Decision-
Makers for Complex & Volatile Times
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