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Survey Results from Singhealth 

 

56.9% indicated managing risk is top concern 

78.9% indicated that they were briefed on need 

to manage IT risks on the job 

53.2% were not aware and 34.9% were unsure 

of what data/information needed to be protected 

and legal implications of use and disclosure of 

personal data of patients/individuals 
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Industry Trends 
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Usual Risk Terms 

Annualized Loss Expectancy –  
 The Cost of loss due to a Risk over a year 

Threat – A Potentially negative occurence 

Vulnerability – A Weakness in a System 

Risk – A Matched Threat and Vulnerability 

Safeguard – A Measure taken to Reduce Risk 

Total Cost of Ownership – The Cost of a Safequard 

Return of Investment – Money Saved by deploying a Safeguard 

Risk = Threat x Vulnerability x Impact 
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Risk Analysis Matrix 
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Risk Choice 

Accept the Risk 

 

Mitigate the Risk 

 

Transfer the Risk 

 

Risk Avoidance 
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Preserving Data Confidentiality 

     Confidentiality is a term that indicates preserving the privacy of the 

individuals  who receive care  (Goldman&Mulligan,1996). This means that 
all information related to the patient will be kept in strict confidence for 
use only by the team of healthcare providers.  This includes information 
gained verbally or from the individuals medical records. All information is 

considered confidential when it pertains to medical care.  
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IT risk group 

CISO in charge of IT risk policy and 

management 

Compliance group to ensure conformance 

Security policy group reports to CIO 

Prepares for audits – both internal and external 

Conduct of training and change management 
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Obligations of IT systems for Risk 
management 

Execute the consent choice of Patient within the 

system 

Ensure Accuracy, Retention and Protection of 

Data already captured 

Ensure Systems Availability and availability of 

captured data 
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Obligations of Users of IT systems 

Capture Patient’s consent re medical record’s 

inclusion(default) or exclusion 

Do not share patient’s medical records outside 

permitted boundaries of medical care 

Do not leak patient’s records to other non-

permitted parties 
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Security Threats 

• Web Threats 

 

• Social Media Threats 
 

• Mobile Threats 

 

• Email Threats 

 

• Malware Behavior 
 

• Data Theft/Data Loss 

 

 
Websense 2013 Threat Report  
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Information security coverage 

Endpoint security and mobility 

Network and data center security 

Application and software security 

Data security 

Cloud security 

Monitoring trends 

Vulnerability management 
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Information Security Decisions 
among entities 
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Examples of Information security 
Decisions 
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Examples of Information security 
Decisions 
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Purpose of PDPA, effective 1st July 2014 

The purpose of this Act is to govern the collection, use 
and disclosure of personal data by organisations in a 
manner that recognises both the right of individuals to 
protect their personal data and the need of 
organisations to collect, use or disclose personal data 
for purposes that a reasonable person would consider 
appropriate in the circumstances.  
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PDPA recognises : 

a)  the right of individuals to protect their personal data; 

b)  the need of organisations to collect, use and disclose  

     personal data for stated reasonable purposes. 

 

 

 

PDPA 
overview 

Data 
Protection 

Obtain consent 
for collection, 

use & disclosure 
of personal data 

Individuals to 
access and 

correct personal 
data 

Take care of data 
accuracy & 
protection 

Do Not Call 
registry 

Telephone 
Calls 

Text messages 

Faxes 
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 PDPA 

Consent 

Care of Personal 

Data 

Purpose 

Access To and 

Correction of 

Personal Data 

Consent required 

Withdrawal of consent 

Limitation of purpose & 

extent 

Notification of Purpose 

Access of personal 

data 

Correction  

Accuracy  

Protection 

To comply with PDPA :  

 

• Appoint Data 

Protection Officer 

 

• Implement data 

protection policy & 

procedure 

 

• Staff communication  

 

• Compliance audit 

 

• Complaint Handling  

 

PDPA 2012 comes into effect in July 2014. 

Retention 

Transfer 1/8/2013 

 PDPA 

Consent 

Care of Personal 

Data 

Purpose 

Access To and 

Correction of 

Personal Data 

Withdrawal of consent 

Limitation of purpose & 

extent 

Notification of 

Purpose 

Access of personal 

data 

Correction  

Accuracy  

Protection 
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Summary 

Mitigate IT Risks with awareness and 

education 

Monitor and refine policies and 

governance 
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