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Attackers are highly skilled, persistent, and very
motivated at finding and exploiting new vectors




Over 2000 attacks recorded in 2014 alone !

Organizations with enormous security budgets
and elite security analysts are struggling
to address these modern threats

Traditional ‘defense in depth’ approach is not
sufficient and typical breaches stay undiscovered
for months



This is real

Cyber Security is like a virus outbreak. It must be treated with
same answers and focus

Impacts are

financial, Basic hygiene and Rapid
Everyone is a operational and preparedness are identification and
target reputational essential containment

It begins by acknowledging the risk in everything you do, and
build a resilient infrastructure
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HACKTIVISM

TERRORISM

Have in common?
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H OW do the

CYBERCRIMALS
HACKTIVISTS

TERRORISTS

See US?




Sobering statistics

200+ |76% |$500B |$3.5M

The median # of days that of all network intrusions are The total potential cost of The average cost of a data

attackers reside within a due to compromised user cybercrime to the global breach to a company
victim’'s network before credentials economy
detection

Security

The frequency and sophistication of 9
cybersecurity attacks are getting worse. %

level issue
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ii/lost South Korean Credit Card Holders

Have Details Stolen in Massive Breach
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Cyber attacks are a global threat

2013 headlines from around the world

Data of 20
million Chinese
hotel guests
leaked

Blackhole Exploit
Kit takes
advantage of
financial crisis in

105 million
South Korean
accounts
exposed in
credit card
security breach

Belgian telecom
compromised in
alleged cyber
espionage
campaign

DDoS attacks hit
Reddit and

Source: Symantec Internet Security Threat Report, 2014



http://www.symantec.com/content/en/us/enterprise/other_resources/b-istr_main_report_v19_21291018.en-us.pdf

Infrastructure is a prime attack target

Statistics from the front lines

25 zero-day 79 cyber Cybercrime
vulnerabilities il - attacks ‘ accounts for
found in SCADA = : " : against US energy 95% of losses
software from 20 companies in ‘ o 0 incurred by

suppliers? — = 20143 | -~ Brazilian banks?

52% increase D 300 attacks
in EU critical : against oil &
infrastructure ' energy companies
attacks from ' in Norway in
2011-2012* N 2014°

Sources:

1 Wired, 10-16-2014 3 Fox News, 11-25-2014

2New York Times, 7-2-2014 4European Union Agency for Network and Information Security (ENISA), Threat Landscape Report
2013


http://www.wired.com/2013/10/ics/
http://www.nytimes.com/2014/07/03/technology/cybercrime-scheme-aims-at-payments-in-brazil.html?_r=0
http://www.foxnews.com/tech/2014/11/25/looming-cyberthreat-to-americas-backbone/
http://www.foxnews.com/tech/2014/11/25/looming-cyberthreat-to-americas-backbone/
https://www.enisa.europa.eu/activities/risk-management/evolving-threat-environment/enisa-threat-landscape-2013-overview-of-current-and-emerging-cyber-threats

State of the Nation

You think you live in a safe place? When you are on the
Internet, your computer might as well be located in Syria or
Afghanistan...

m Microsoft



Encountered Malware by Region — squs

source: Security Intelligence Report (www.microsoft.com/sir)

Percent of computers
encountering malware, 2Q13

Microsoft Security Intelligence Report
http://www.microsoft.com/sir




Ransomware

POLSKA POLICIA %

BUNDESPOLIZEI S8 S § %

NATIONAL CYBER CRIMES UNIT

ACHTUNG!!

udziatem
Korzysta
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Dazu geben Sie bittd
auf OK (haben Sie
anschiiessend auf Of

Dazu geben Sie bitta

m Microsoft

My s e

Homeland Security
National Cyber Security Division

@ Artico 184, Pornography nvolving children  (C) Article 171, Copyright Q) #rticle 113. The use of unbconsed software
Imprisonment for the term of up to 10-15 years. Imprisormment for the term of up 10 2-5 years  Imprisonemnt for the e of up 10 2 years
(The use o distribution of pomographic materal) (The use or sharing of copyrighted files) (The use of uniicensed software)

The first viciation may not entail the criminal lability if the payment of the fine would be excecuted in connection with the law
of foyalty to the people, on | March 2013, if repeated vialations occur, the prosecution is &
To unlock the computer you are obliged to pay a fine of $300.
You must pay the fine through MoneyPak.
You have 48 hours to pay the fine. If the fine has not been paid, you will become the subject of ariminal prasecution without the
right to pay the fine. The Department for the Fight Against Cyberactivity will confiscate your computer and take You to Court

72 ) Money ok [N
i
|
After payireg the fine your compuiter wil be unblocked. (in the case of second | An attempt 10 unlock the compuster by yourselt will lead 10 the kil formatting

rolation you will become the subject of criminl prosecution without the of the operating sy vicdeon, phetos, docurments on your
right to pay thy computer will be deleted

How to pay the fine using MoneyPak?




Ransomware by country or region

2H14

Percent of computers encountering
ransomware families, 2Q14
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Microsoft Security Intelligence Report
http://www.microsoft.com/sir

m Microsoft



Where are my risks?
Search no turther...

HDD Samples Q
Infected Countries ‘

o Indonesia, Malaysia,
Philippines, Thailand,
{4282 Vietnam

Counterfeit
DVDs & Name-

Brand Laptop
Com|
with Non-Genuine

pa 66 216

DVDs Computers

DVD

Infection Rate
Computer infection rates by market:
Philippines @

Malaysia @
Indonesia @
Thailand

Vietnam Ellﬁ ﬁl

Thailand

\Indonesia

|Philippines

Brands affected: Acer, Asus, Dell, HP, Lenovo, Samsung, Toshiba
Hard-drive swapping apparent on

m Microsoft



Malware encounters and infections

Singapore

30%

20%

10%

0%

Encounter rate

¥\
0/0/0\0

3Q13 4Q13 1Q14 2Q1<

SINGapOre

Infection rate

3Q13 4Q13 1Q14 2Q14

Worldwide
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What IS Working



What it takes




Data classification is core to security

PUBLIC
Growing data sources
INTERNAL « Data classification and metadata
 Archival, retention, and disposal
SECRET

» Policies and tools

Managing at the individual level
» Employees, partners, and customers
» Permeate access policies across the org

Various access points

» Secure access to data on personal or
company devices

« Manage access points




Dos and Don'ts I you protect your paper dljps and
alarmond with equal vigoy, you will

soon have more paper ajps and

Do not fight the l§ Someone must f@W@f 0’/9/770/70’5”

corporate be ultimately _
culture responsible Dean Rusk (USA Secretary of States 1961 —1969)

Know your Behind every
Start with risks. What are W security Do have anti Systems must
simple data they, where are [f problem is a virus on every W be Resilient
classification they? human being machine And Managed




Patch & update to current applications
Patch & update to current operating systems
Use application whitelisting

Australia’s Top 35

Host based intrusion detection & prevention

Host inspection of Microsoft Office Files

Patch & update to current operating systems
Inbound Host-based Firewall

Non-persistent virtualised operating system

Centralise host logging

Monitor Randomise Local Administrator Passphrases
Protect -
System Use gateway and desktop antivirus
Network Segmentation & Segregation f the . .
Infra- el Lock down operating environments
structure ndpoint

Centralise network logging

Restrict NetBIOS

Monitor
the
Network

Monitor Traffic with Network IDPS

Capture All Network Traffic

Social engineering education

Enforce strong passphrases

Strong
Authenti-
cations

Protect

Filter email content by whitelist )
Email

Force domain IP lookup

Implement TLS between email servers Restrict administrative privileges
Harden
Web &
Server

Apps

Use multi-factor authentication

Defend

Filterweb content the Web

Implement data execution prevention

Whitelist web domains
Whitelist HTTP/SSL connections

= Microsoft Enforced border gateway Firewall

Force domain IP lookup
Blacklist domains at the border gateway

Harden server applications

Disable LanMan



Australia’s Top 4

Patching

applications and

using the latest Patching
version of an operating
application systems

m Microsoft

Keeping admin
right under strict

control
(and forbidding the

use of administrative hitelisti
e e B e

browsing) applications
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