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INTRODUCTION \/ OBJECTIVES

Privacy and security have always been key considerations in the: v To protect the privacy and ensure the security of personal,
'management of risks associated with the usage of clinical and: clinical and operafional data under the care of SingHealth,
‘operational data for the improvement of health services. and;

v To facllitate collaborafions with external indusiry and
To effectively generate insights for the improvement of patient: academic partners in leveraging healthcare analytics for
care from data in public healthcare insfitutions, strong: the improvement of patient care.

écolloboro’rive ties need to be forged with academic and indus’rry§
partners who are leaders in the field of healthcare analytics. '
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~Q v Technical - The SingHealth Access Restricted Cluster (ARC)
/ METHODOLOGY within the SingHealth Health Services Research Centre (HSRC),
and;
v' Policy - The SingHealth Research Data Management Policy
Preliminary "+ Interviews and literature survey for the usage of the SingHealth ARC.

Research with existing analyfics partners
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» Evaluations of access-restricted
sandbox” ; SETUP AND USAGE PHASE
(“sandbox”) systems
\ / ARC Staging Room
Setup and Usage Phase:
e Counterchecks all forms required for ARC access are appropriately endorsed
526:3 e Loads external data into encrypted thumbdrive, performs full anti-virus scan on the thumbdrive
o ) ) e Transfer data from encrypted thumbdrive to the ARC desktop
D es I g n Of th e A RC Va I I d atl o n Of 1‘- ~ N 24-hour CCTV e Ensure collaborator compliance throughout the project
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\ / Y [ ‘ Setup Phase
6) e Create username and password on local machine.
% e Make sure cable unplugged and all USB ports are locked before external collaborators start to use the ARC desktop.
@ @ e Install necessary software for the project as stated in the Application Form (Annex C).
e Receive anonymized data from collaborating institution and signs off the Data Transfer Form (Annex F).
e Transfer data (after running anti-virus scanning) from the network shared folder to the ARC desktop.
ARC Administrator (Setup) e Archive transferred data and purge all the data from staging PC’s local drive.

\/ RESULTS COMPLETION PHASE

ARC Staging Room

Completion Phase:
‘ e Transfer aggregated analysis from ARC desktop to
‘ @ encrypted HDD for ARC Manager counterchecks
— - e Sign off data/codes/algorithms extraction form.
= e Delete extracted files from encrypted devices.
'NTRANEi DOMAIN e Set-up HPC1 in the completion phase.

1. Secured and monitored 2. No electronic data entry g A
environment with at least devices fo be operated rc - ecr: (IS @éﬁéﬁ
. . RC Desktop > %
two layers of confrolled within the ARC. \@_’J
access. P
B '

I
ot neregsted anoyels A |
———————— Sobmisqonof - T T
I External User Approval D'jcuments
Core characteristics of The Sing Health Access I 0 ACCESS-RESTRICTED
Restricted Cluster (ARC) : AEYY A
S
Approval Documents
ARC Manager @ e Ensure the overall compliance of ARC, (including compliance of
ARC Admin (Setup) and ARC Admin (Monitoring))
3 . A_I_ leOS_I_ TWO |Oyer5 Of 4 CO nformg nce '|-O The e Sign off data/codes/algorithms extraction form.
integrity and security Personal Data

transfer processes. with confidentiality of \/ CONCLUSION

Informartion to be kept
by all parties.

v Manage data sharing risks in external collaborations

v' Encourage responsible data management
v Facilitate high quality analytics outcomes
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