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Background

With the implementation of Human Biomedical Research Act
(HBRA) (2017), the researchers who conduct HBR were to de-
identify the data if the patient consent for the study is not
obtained or the informed consent doesn’t meet the relevant
requirement specification. Thus, the SingHealth HSRC(Health
Science Research Center) was tasked to develop a decision
support system to de-identify the direct identifiers and the
residual risks associated with the data in compliance with
HBRA and existing policies and processes in a healthcare
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/Aim

To provide the seamless, one-stop platform for the end user, in
order to complete the data de-identification process with the
maximum automation.
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Methodology

A synthetic dataset that is representative of medical data was
used for this project. Electronic medical data mostly contains
personal identifiers, quasi identifiers and sensitive data. The
confidentiality and sensitivity of the data is highly correlated

with the data type. Basec
techniques like cryptogra

on the data type, de-identification
ohic hashing, masking, generalization,

suppression, K-anonymity, etc. were applied to render the data
non-identifiable before it is realized to researchers and
collaborators.
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System lllustration
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It is clearly planned by guiding user from step by step actions. During total 4 phases of processes, user
will receive real-time feedback from each step’s updates, and help for following steps.

System Preview

STEP 2 : SETTINGS
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Simple instructions to use the application:

« Step 1: Select and Upload the dataset you want to work on
+ Step 2: Choose the data type and the de-identified method for each colomn | s
+ Step 3: Specify the details of the settings and view the group size analysis chart

+ Step 4: Preview the final cutput. IF all is well, confirm and generate the record report and the processed dataset
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In this project, we conceptualize, decide and implement a data de-
identification system for Singhealth. The system aims to provide a seamless
solution to current data requesting process. With the goal in mind, we
develop a Python-based solution for data de-identification practice, which

could achieve:
1) Field type and method auto suggestions

2) Risk Assessment using K Anonymity

3) Grid Search for partial optimal solution

4) Report Generating
We build our Ul under web-based flask framework, to serve a better
flexibility for our client. The solution solves most of the current pain point in
the data requesting process, and could help the healthcare to both protect
users privacy and enhance data-driven research capacity.
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