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SingHealth data breach, SGH Hepatitis C incident, CGH medical negligence law
suit, HSA compromising data of 800,000 blood donors, SMC ruling against a
NUH psychiatrist on breach of patient confidentiality and HSA recall of Losartas

- the spotlight is very much on public healthcare in recent years. Whilst social
media enables news to be transmitted at an unprecedented rate enhancing our
ability to disseminate information, conversely, negative publicity can also
quickly escalate into a crisis scenario.

As part of reputation management, we must be agile and able to respond
expeditiously in order to keep pace with the expectations of social media
channels and more importantly, to maintain public confidence in our healthcare
institutions. For SingHealth data breach alone, the crisis management team
received over 2,000 online queries and mentions on the first day; giving a sense
of the speed of response that is called for.
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How can a healthcare organisation better manage
online sentiments and netizens' opinions in times of crisis?

How to pre-empt a brewing incident from turning into a online crisis?
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The social media managers from the various Institutions in SingHealth gathered

with the aim of:

e Formulating a standardised management and governance of social media
platforms for SingHealth and all its Institutions
e Developing a general code of online conduct for staff

e Developing a crisis communications response strategy for responding to
online sentiments, the escalation process and appropriate reporting to key
stakeholders

e Leveraging social media as an enabling multiplier for strategic messaging
and online crisis communication

RESULTS

A Social Media Playbook is developed as a live document with the following

chapters:

Social Media Playbook Executive Summary

Social Media Escalation and Crisis Communications
Social Media Engagement Policy and Guidelines for Staff
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Social Media Governance

5. Social Media Platform Management

It is compiled from the collective documentation and experience of SingHealth
and all its Institutions’ Communications Departments.

Annex A - I/V (Impact/Virality) Framework ©
The I/V (Impact/Virality) Framework is a guide for assessing a negative mention

(at time of discovery) and determining the most logical response to the issue.

High Impact
Including but not limited to: patient death, malpractice, medication error, breach of patient confidentiality,
allegations against Institution Senior Management, healthcare financing and other serious reportable events.
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METHODOLOGY

With the emphasis of the project on Online Crisis Management, the team has to

consider the following:

Formulate and develop a copyrighted industry-first process matrix for
escalation and crisis communications in case of both anticipated and
unanticipated social media crises.

Determine what categories of posts to be escalated and to whom

Plan for increased volumes of posts due to a full-on social media onslaught
on our Institutions

e Who will do what, when, and how to handle each scenario.
e Map process out in the plan, including how to reach people in an

emergency and designate exact roles and responsibilities.
Leverage on social media platforms across cluster for cohesion and congruence

Enable social media tracking and monitoring to gather online sentiments
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May we request you to provide your contact number so that
our OPE colleagues can contact you. Please include <your/the
patient’s> full name and identification number as in hospital's
records for reference. Alternatively if preferred, you may also
call our Office of Patient Experience at <contact number> or
email them at <contact email>.

Regards,
<Institution> Facebook Team

Situation

If postee informs that they do not want to be Messaging
engaged, Communications Department to inform SN
via private message that the Institution will issue '

a statement accordingly on its own Facebook
wall.

We note that you have declined to be contacted. Do let us
know if you decide otherwise at a later time. Alternatively if

preferred, you may also call our Office of Patient Experience at
<contact number> or email them at <contact email>.

Please note that as the matter has been brought to public
attention, we will be responding online.

Regards,
<Institution> Facebook Team J

Message posted on Institution’s official
social media platform, e.g. Facebook

v

Assess message and
evaluate sender’s intent

v v ‘ v
Spam/ G | Enqui Positive/ Offensive/ Sensitive Issue/ If severe (sge Chap}c_er Vv,
Advertisements eneral Enquiry Complimentary Vulgar/Racist, etc. Negative Feedback || 3.4.10), activate crisis
communications plan.
y l A 4
Report as spam and Address sender’s Forward to relevant Reply to sender Forward to Office Alert media team and Senior
remove post enquiry, or forward department HOD, stating that post is of Patient —» Management, if necessary
to relevant Office of Patient in breach of Experience/Service
department for Experience/ Service Commpnlty _ Quality to look into . .
inpput/advice on Quality and Senior Guidelines and will matter and work If Etaf'f namgblls rgt;é\tlonfd,
reply Management for be removed with relevant \FI’V ﬁeretpé)sg € /cg: or.
their info department HOD to » Qa ?2 txperlenc;e e(;vmf
¢ resolve issue uality to request sender to
I remove name or anonymize
Capture screenshot ¢ while concerns are looked
Thank sender for of abusive post and into
compliment, Institution’s reply Acknowledge
inform that it has for filing/record receipt of If name If name not
been shared with feedback, inform <emoved Vv _removed
relevant staff/ ¢ that relevant Reply to sender
department(s) Remove abusive ]cc:ie|||:>artment will stating that post
post after 30 ollow-up is in breach of
i Community
minutes
¢ Guidelines and
A n n eX M y Monitor for further will be hidden.
- . replies from Hide post after 2
Monitor for further sender, or . hours
response from

reactions to
sender

Workflow for Responding to o

maximum of 2

¢ years as part of

Social Media Posts e Ot ender

escalates

(on Institution’s Social Media Platform) !

Low Impact Update Comms
. Including faut not limited to: waiting time, (ude staff, anfl facilities.. 8$ﬁpgeH<?f[|)>:QSm L g.z?izg)rea(c?:agziﬂts?srv,
Issues can migrate across quadrants - escalating from low impact to high. © 2019 SingHealth Group. All Rights Reserved. © 20179 SingHealth Group. All Rights Reserved. Experience communications plan.
e e ,
CONCLUSION S O Social Meq;,
Contact your Communications @° _-.!2ybook
. . . . . . 2 Q..
With the completion of the Social Media Playbook, the team will be promoting the purpose and usage of Department or the authors to get a Z 6
L . . . L : : 8 .
findings at various cluster-wide meetings and townhalls, and subsequently across healthcare communications. | copy of the Social Media Playbook | . 2.3
QY o D8
)



