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NAVIGATING THE CYBER SECURITY
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27% of healthcare organizations have reported to
be a victim of a Cyber Attack in the past 12
months.

- Marsh-Microsoft Global Cyber Risk Perception Survey



Obstacles to the abllity of effectively responding to cyber attacks

Shortage of skilled incident response personnel

Lack of time response and engagement with other departments and
functions

Difficulty mining and correlating data from available security tools and
information sources

Inability to collect real-time forensic data

Inability to Prioritize incidents based on potential business impact

Inability to study a detected attacker's behavior in real time

We do not know all the gaps in our securoty posture

Lack of undedrstanding about how attackers operate

Inability to collect the forensic data from the right sources

Poor Incident Escalation procedures

Internal Policies that prevent rapid triage

Other

Source : Ponemon Institute

65%
60%
52%
50%
49%
45%
45%
41%
39%
33%
31%

2%



How do we formulate an adaptive
framework to manage the Cyber Risk
Management Lifecycle ?



Growing Cyber vulnerabilities in adopting emerging technologies
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The frequency and materiality of cyber incidents are increasing
>4,000 ransomware attacks daily (on average)

i Malware attack on bank’s ATM server
| India (Aug 2018)
i

: Systems were hacked and up to U5$

: 13.5 million were siphoned off
1 Major data leakage from mobile | through withdrawals across 28 countries
: operator in Thailand (Mar 2018) I in just nearly two hours

: An independent security researcher
: revealed the identity documents of

' 45,000 customers from the one
: of the nation’s largest network provider

Cyber attack on US technology
companies (Oct 2018)

The technology supply chain of

aimest 30 US companies,
including a major U.5.
telecommunications company, wers
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i Global ranzomware — Petya

Nation state-actor of cyber attack in
Singapore (July 2018)
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: Australia (Jun 2017) The personal information of about 1.5 v infiltrated by state actors through the
Similar to WannaCry, thiz malware has - ! usze of a nation-state-level hardware

[ ] . . .

I affected businesses globally. Several million people, including Prime @ implant; microchip

Minizter Lee Hsien Loong, was stolen from
the nation’s healthcare database

: Australian businesszes have been hit
: by a vicious ransomware attack that

: demanded US$ 1.44 MM for

I 2ach incident



Common Threat Vectors

Script kiddies

Mation-states

()

Prioritised
Assets

Cyber terrorists

Hackivists

Threat Vector
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People, Process or Technology?



Cyber — A Complex Risk

17 Multiple
stakeholders.

=] Limited
H historical data

. Rapidly
uh@l evolving threat

landscape

Lack of talent

Lack of assimilation
into the overall
business strategy

Lack of a common
body of knowledge



Foundational Objectives for an organization looking to become resilient

o An < o _
of processes within the "Eﬂﬂ Identifying gaps in

@
Information Security Function @)

by relative likelihood
and impact, and determine
the residual risk

Qo workforce as a strong 15t line
Q== of defense

Testing the

to close gaps
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Three Strategic Imperatives to achieve Cyber Resilience

0%
a i

KNOW THE KNOW

Y

KNOW
WHAT YOU
CAN DO

Prepare Your People

THREATS YOURSELF

Grasp The Urgency Evaluate Your Position




How to line up your Defense

Provide cyber context
within a business
perspective

UNDERSTAND

Actlonable steps to
secure, Insure and
recover

Quantity the
financlal Impact
of cyber exposures



1. Know your Threats - Understand



1. Know Your Threats - Top Cyber Loss Scenarios with the largest perceived

potential impact

: aX:
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Business Breach of
Interruption Customers
Information

@
® @
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Reputational
Damage

Liability to 3™ Loss/ Theft of
Parties Intellectual
Property
28%
35% 28%

® % of healthcare respondents
% of cross-industry respondents
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Disruption of
Operational
Tech/System

@
1

Extortion/
Ransomware

20%

29%

41%

Contingent
Business
Interruption

Data/Software
Damage

12%

23%

49%

f

Physical
Property/Bodily
Damage

12%
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1. Know your Threats - Cyber calls for more robust defense-and-response
strategies which include cross-disciplinary considerations

Example of Risk-centric, inter-disciplinary process
Cyber intelligence & scenario planning

s

Compromise of customer information

Disgrunted employees/contractors c&ﬂtger-accm \ia core banking
. 1 Customer data or systems cormupted
) State sponsored enfty System compramise and control via CLIENT Hacker gain access and launches
CC__D massive matware based disruption
® Hackivist . | Loss of sensiive data — customer or
Longlist # ; Supply chain cormuption .
%}@ : Advocacy groups ‘ 5 corporate § Man-in-he middle aitack pushes
: I 3 : customer corrupted data
) o\ T HE Social Engineering/ : :
m : : Spear Phishing :
BED]  shortiist & : Destructon/distuption ofntermal ¢ Hgh net-worth indivduais are
D : Organized crime H data, systems, or access to systens ; targeted by money-stealing trojans
H § Disruptive matware :
: . eransmrasasnsanenanan . + (Compromise of sensitive customer )
W : Corporate competiors ! % information by hackivst
@)@ Prioritised+# DDoS . ~ OrGanizaion
— :|  Exemalintemal connectivity | ¢
Opportunists Drive-by Mabware/ disrupted to enterprise systems | DDos
Source: Oliver Wyman rogue USB device

Threat and nisk inteligence should feed secunty operations; risk reporting; cyber response planning; training development; secunty tech
architecture; other cyber invesiments, and more




2. Know yourself — Understand & Measure



2. Know Yourself - A strategic Cyber Resiliency agenda is necessary to
create momentum — this is a continuous journey

CYBER RISK STRATEGY
Consistent view of current and target maturity model across cyber program categories

9 CYBER RISK ASSESSMENT 'O

Consistent assessment of Cyber Risks based on a comprehensive asset inventory and linked to impact
on business outcomes

G CYBER RISK APPETITE

Clearly articulated top-of-the-house qualitative statemenrts and quantitative metrics to define acceptable
level of Cyber Risk

oo oo 0 CYBER DASHBOARD
EE I—l Selection/Cascading of metrics, to enable monitoring, executive communication, and decision-making

9 CYBER RISK QUANTIFICATION
Approach to sizing the seventy and likelihood of a cyber events or series of events in dollar terms

Clearly articulated roles and responsibiliies for Cyber Risk management across the organization, its people and
suppliers

CYBER RESPONSE PLAYBOOKS
Comprehensive set of response mechanisms and governance for cyber incidents linked to nsk identification



2. Know Yourself - Fact Finding — Main Dimensions for data gathering,
Scenario Building and calculating the elusive cyber loss curve

Protect Detect Respond Recowver

Main assessment dimensions

i Cyber risk Awareness and | Security I Incident | RI:cmri I
Strategy and strategy training manitoring response planning
execution
governance
| I | | o
) " Governance | | Irma;:“n I E:':: :::e;;_i:m "lcommunication||Communication|
Risk Organization and P
management culture
framework - Risk ] A s Continuous Continucus —
T - assessment control improvement improvement
Asset ;
Management Maintenance
-
Data and
infrastructure Third party risk
) Management A
100%
80%
=]
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=
T
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=
20%
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LOSS, $ MILLION



3. Know what you can do - Manage



3. Know what you can do - Shift towards a risk-driven management discipline
focuses on reinforcing a Cyber Risk-aware culture

RISK-DRIVEN »

We observe a clear shift towards general resilience

"
L

- o
e

Resilience
g : Understand and protect core
4 TECHNOLOGY-FOCUSED “Harden the shell P

. : assets and optimize resources
Protection and promote risk awareness
“Harden the shell”

15t generation 2"d generation : 3" generation
* Predominantly technology-focused * Organizational and process and * Organizational, process, and

assessments diagnostic coupled with ¢ technology assessments are
+ Foundational to uncovering foundational technology . foundational

technical vulnerabilities assessments » Realization that Cyber Risk cannot
» Underlying belief that Cyber Risk + Realization that Cyber Risk can . be eliminated

can be eliminated also stem from within the . = Application of risk disciplines to

organization . assessand manage risk —

Most firms are here quantification and analytics



3. Know what you can do — Build a Cyber-Secure culture as no security
technology will be against human vulnerability

Key elements to build a Cyber Risk-aware culture

Cyber Resilience
Understand and protect core assets and optimize resources

Influence and promote cyber Conduct formal cyber Active communication fo Link desired Cyber Risk
awareness from the top-down  trainings, for all employees, on create accountability and behaviour to performance
to build morale regular intervals commitments from individuals management process
—_— - — - — - — -

v Foster collaboration to discuss and v Emphasize the desired cyber v Address “how does it impact me” ¥ Distribute Cyber Risk metrics by

advocate cyber topics behaviours in new hire or other questions business units
v Elevate Cyber Risk oversight to learning events v Offer two-way communication ¥ Form team “cyber leader-boards” o
visible senior leadership ¥ Conduct creative non-traditional opportunities foster recognition
cyber leaming experiences v Connect through multiple channels

to reach diverse colleagues



3. Know what you can do - Cyber Insurance as a financial safeguard against

costs associated with a cyber breach

1st Party Coverage

N\ Digital Asset Rectification
' 8¢ - IT forensic investigations
“"°/ . Data asset restoration

-~ Business Interruption
ey - Loss of income
—" = Additional costs/ extra expense
., Extortion
! | = Ransom payments
. Rewards
S MNotification Costs
I@I . Call centre, mail, email notification
= Credit monitoring

Public Relaticns
*2+ . PR firm costs associated with
_/ the breach

Source: Marsh

3rd Party Coverage @

e Privacy & Data Breach
| ﬁ_ﬁ/} - Legal costs associated with losing
A\ personally identifiable/ corporate info

f‘“\\ Network Liability
L\; « Legal actions from spreading virus
- transferred from your infected network

Defence Costs
'\ﬁ‘ )+ Legal and regulatory advice costs

Damages
@ - Damages and settlements

~. Regulatory Fines

' IE | = Investigation costs

'« Fines and penalties



3. Know what you can do - Organizations across industry are making rapid
progress in strengthening Cyber Resilience

Top 10 cyber risk-related actions taken by companies in the past 12-24 months

Phishing awareness
training for employees

Modeled potential % Conducted penetration testing
cyber loss scenarios @ 549
(1]

40%
Implemented a data loss
prevention solution

’ . Improved vulnerability
46% .0. and patch management
35%

Li] -
51% p % Cybersecurity gap

Tangible improvements to 35%
cyber eventdetection [ ] assessment
0,
o o — 41% Encrypted organizational
Developeda cyberincident |.mm= 0 | desktops and laptops
response plan |<= r_"
L iﬁ!ii i | s 05 5- INAUSETY
Source: Marsh Microsoft Global Cyber Risk
emention Sungy o0 Cyber R Required multi-factor authentication

Pemception Suney 2017
for remote access to private network



Cyber Resilience — A vision to help you with your mission

~
Control Preparedness

EE \We will operate a resilient infrastructure
and will monitor and minimize deviations
from our standards § 9

Potential Metrics

I

| Culture of awareness and risk mindfulness

| Percent of employees passing a phishing test
Vv in the last 12 months

Percent of passwords that pass the strength test
IT Defenses Employees

EE we will frequently £ £ We will set a culture
monitor our systems to of awareness and

ensure protections in- risk mindfulness with
place are appropriate and information only available
up-to-date L L) to those who need § 9

Number of visits to non-55L certificated websites
per week on company devices

Information only available to those who need
Percent of employees with access consistent
with roles and status

Number of systems of privileged accounts without owner

Number of exceptions per access recertification cycle

Third Parties Customers

“ We will interact “ We will encourage
securely with external cyber-aware practices
parties based on clear with customers without
understanding of the risks significantly impacting the
they potentially pose §9 unique experience §9
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Destructive Malware spreads through unpatched servers causing outages
and holding systems hostage

Employees arrve Into  Group CEO receives an email Employees are alerted by the IT 10,000 records Group CEO receives Businesses Law firm representing a
work'and can't login to from anonymous attacker teams in HK and Philippines containing customer  another ransom email across Asia small group of customers
their computers (all  attaching PII of their customers, about a possible malware getting Personal Medical demanding payment of come to a on a contingency basis
'09_'”3 d_|sab_led) across  threatening to disable the core  distributed via a URL embedded Information are $6m in bitcoin or all standstill as all  threatens legal action to
offices in Vietnam and  jatforms in Hong Kong and in an email. released on Reddit and customer data of 1.1  systems remain  claim damages for data
Philippines other unsaid locations, and employees in HK million clients will be under siege loss and Identity theft

release sensitive customer data cannot login to their released along with emails
if ransom demand of $3m via workstations anymore  from all top executives

Bitcoin is not met
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Widespread speculation on social
Personal Medical Customer service centers Asia CNN reporters receive Local Regulators at The local police arrive media and multiple media
Information of 1000 are inaccessible and the an email from what seems the head office sends at the headquarters ~ requests for comment/statement.
customers published on online customer care to be is the group CEO’s enforcement team to on foot of media Regulators demanding updates
the file-sharing website - tools are unavailable. account informing them of investigate reports surrounding on irregularities in the systems
Reddit Customers start to report a wide scale identity and extortion attempts reported
issues via social media data theft at the firm. They

call the CEO office for a
statement



nvestigating suspicious network activity

Background

Users of a large pharmaceutical company ABC complained of their screens freezing for times longer than usual. The network
infrastructure team examined the situation and dismissed it as a bandwidth problem. But with more and more complains ABC’s
Information Security team became uncertain of the situation.

Objective

* Indicators of attack

* Indicators of compromise

* Potential policy violations

* Provide a status letter providing details of any qualifying indicators of compromise and other risks that have been identified

What we did — Tools and Methods

Compared the traffic to signatures of known Indicators of Attack (IOAs), Indicators of Compromise (IOCs) and policy violations

Processed all files with no known signature in a secure sandbox environment to determine whether they contain polymorphic malware or 0-
day exploit code

Performed statistical and behavioural analysis on the full traffic capture to locate instances of mass data exfiltration or legitimate seeming
logins using stolen credentials

Monitored endpoints activities, identify compromised systems and performing live forensic analysis of the infected machines

Hybrid ach
Network based Host based ybrid approac

R Deployment of both network-based and host-based tools to
Installation of one (or more) appliance in order to Deployment of agents on computers to detect

e . . monitor suspicious activity within the environment
monitor incoming and outgoing traffic suspicious activity on endpomls



From Aspiration to a call for Action

“In our current state of Cyber Security breaches are inevitable “

» The question is not whether you will be breached but how you will respond when
there is a breach.

« Through a discussion of technical controls, compliance, and the financial impacts of
cyber risks, more effective decisions on future cyber security investments can help
mitigate cyber threats.

» Future progress depends on internal investments toward shaping mindsets and
culture, strengthening technical expertise and managing human capital.

28



Thank You



